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In the United States, China, and Europe against the
backdrop of competition for data hegemony
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Data has come to be called "the oil of the 21sturgh in

recent years. The World Economic Forum, which wasmanufacturing process

already aware of the value of personal data in 2@bled
that "personal data is the new oil of the interaptl the
new currency of the digital world" in its report fitre same

atsumoto, Senior Manager, 2nd ResearclarDemt

for instance, industrial data such as design drasviagd
layouts in the manufacturing
industry, and infrastructure-related data, inclgdfacility
operating information such as traffic and energy
information. In recent years, the boundary betwientwo

year, "Personal Data: The Emergence of a New Assehas become blurred, where data, such as medidahhisr

Class", and discussed the high economic value dopel
data. In the eight years since then, with the adeaim
digital technologies such as loT and Al, it is now
recognized that leveraging data on things as well a
humans can be a source of economic growth. On tier ot

hand, data on both humans and things can readily bila‘her

collected via the internet, making it easy for anpany to
succeed in data enclosure or monopoly as a rdaullact,
platform companies like GAPAIn the U.S. and BAT in
China have grown rapidly through collecting andizitilg
personal data. Even at the national level, theee raow
countries trying to limit the flows of data abroasl much

as possible, while facilitating its inflows. This pap
discusses the trends in cross-border data regnsatio
China, the U.S., and the EU from the viewpoint of
competition over data hegemony among countries an
companies.

1. Increasing Cross-Border Data Flows
and Tighter Cross-Border Data
Regulations

1.1 Increasing volume of cross-border data flows

The cross-border movement of people, goods, andeynon
across the world, which had been expanding sincedhy
2000s with the advance of economic globalizatioas h
stagnated since the financial crisis in 2008, while
cross-border data flows have been experiencing sim@o
growth on the back of the development of the irgern
which connects countries, companies and individuBie

total amount of cross-border bandwidth (volume) used

increased by about 45 times from around 4.7 Thaslfit

per second) to about 221.3 Tbps in the 10 yeara 2605

to 2014. The increase is particularly remarkablthanthree
regions of the U.S., Asia, centering on China, arddEbJ,

which have been leading the growth of cross-bordéa th

the world.

Cross-border data can broadly be divided into pekand

non-personal data. Personal data includes names
addresses, as well as social security numbers,hasec
histories and location information. Non-Personal adat
includes all data other than personal data, whiaftatos,

1 An acronym for the four big tech companies of Gepg
Apple, Facebook, and Amazon

2 An acronym for the three top Chinese data comanfie
Baidu, Alibaba and Tencent

and

financial account information, for example, is both
personal data and non-personal data at the saree tim

1.2 Tighter cross-border data regulations in the U.S.,
China, and Europe

e is an accelerating trend to place controlgrov
cross-border data, especially in China, the U&l, the EU,
which have been driving the flows of massive amowfits
data across national borders. Such control effoars be
classified into regulations for transferring datacad and
those for acquiring and retaining data from abro2dta
distribution regulations require companies to iHlsta
physical servers within a country in which they msistre
and utilize data acquired in the country. Data réte

aegulations, on the other hand, prevent a thirdatgu

company from acquiring data that is important t@ th
country in question through direct investment, suh
corporate acquisitions.

Figure 1 shows the actual regulations implemented in
China, the U.S., and the EU, considering the daffier
means of regulation, i.e., distribution or retentiof data,

as well as the aforementioned different targetegblation,

i.e., personal data or non-personal data.
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Source: Compiled by Hitachi Research Institute kfemring to
various laws and regulations.

Figure 1 Data distribution and retention regulagiamChina, the U.S.,
and the EU
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The regulations currently in force
"Cybersecurity Law", a distribution regulation cemnaing
personal and non-personal data, and the "FIRRMAthe
U.S., a retention
non-personal data. In the EU, the "GDOPRwhich is a

distribution regulation on personal data, was esthdh

2018. Further, the "Framework for Screening of Fgmei
Direct Investments into the European Union" is cuifyen
under discussion by the European Parliament, whiokld

come into effect from the spring to the summer @12 as

include China’s Technology or Ministry of Transport, etc.) for csalsorder

transfer of the data, and undergo a review process,
including a safety assessment. However, it is unknown

regulation concerning personal andvhether obtaining permission from the authorityésgible

in actual practice. In addition, personal inforroatcannot
be taken out of the country without the approvaltioeé
authorities, even if the consent of the individisabbtained.
This is a critical difference from the EU's GDPR, @i
allows the transfer of data across borders withviddial
consent. Accordingly, it can be said that data Win@ is

EU-wide regulations on personal and non-personad.dat placed under state control through the Cyberseclatv.
The data regulations of each country and regionehavin the past, the Chinese government believed tlaa d

embedded policy intentions of not only protectirrgvacy

should be freely distributed in order to leverage i

and securing cyberspace, but also ensuring nationalhereafter, however, with the spread of the intemiéhin

security and future growth through achieving in&ional
data hegemony. In fact, although each set of réiguks is
equipped with content calling for non-discriminator
application to other countries, the U.S., and thé,
particular, have a specific country in mind wheodines to
their implementation. Starting from Chapter 2, waraine
the regulations of China, the U.S., and the EUvitlially
from the perspective of data hegemony.

2. China: Data Distribution Regulations
to Keep a Vast Amount of Data under
State Control

the country, China started pursuing the "Intern&isP
initiative as a national strategy in 2016, linkiirgernet
technologies (mobile internet, cloud computing, Hata,
IoT) with industrial systems, including manufachgj
medical care, and logistics, in an attempt to acdhie
economic growth. The Chinese government explai@s$ th
the Cybersecurity Law aims to prevent cyberattaganst,
and intrusion into, government and corporate neta@nd
control/management systems to maintain cyberspace
security. This may be one of the reasons for ptaciata
under its control, but there seems to be a deefedadesire

to manage and utilize the data generated in thee hug
Chinese market personally, as opposed to by other
countries, with the idea of such vast amount ofusidal

The Cybersecurity Law, which was implemented by thedata generated by the Internet-Plus initiative g¢ire very
Chinese government in June 2017, triggered widesource of growth. Article 1 of the law, which states

international interest in cross-border data regofat The
law defines “critical information infrastructure (I
operators"”, which have a particularly large impattstate
security, the national economy and public inte@siong

"network operators” who own or operate some type of

information system, and requires Cll operators tores
personal information and “critical data" collectechd
generated in China within the country. The defaris of
"network operators”, "Cll operators”, and "critictdta" are
not clearly stipulated in the main text of the Crdaeurity
Law, and we will have to wait for the enactmentafious
related regulations, Benho (equivalent to goverrtalesnd
ministerial ordinances in Japan) and guidelines tre
currently being formulated. Still, judging from thdraft
published for public consultation, it is expectédttnearly
all companies will be required to store virtually data,
regardless of whether it is personal or non-persaomighin

"safeguard cyberspace sovereignty”, is an excellent

example of this.

3. The United States: Strengthening
Data Retention Regulations with a
Focus on the Policy toward China for

National Security

Since 1989, the U.S. has restricted inward foreigect
investment (FDI) primarily for national security,
particularly to protect the country’s defense irtdysand
CFIUS, a cross-agency body, has been undertaking the
actual review. Although the overall framework of this
regulation remains unchanged, FIRRMA, which was
enacted in August 2018, expanded the scope of trhasa
reviewable by CFIUS to include investments invotyiie

China’s border If it is absolutely necessary to take data acquisition of data with national security concerfigure

out of the country, a company must apply to the petent
authority  (Ministry of Industry and Information

3 FIRRMA: The Foreign Investment Risk Review
Modernization Act

4 GDPR: General Data Protection Regulation

5 With regard to "critical information infrastructioperators"”,
while Article 37 of the law cites the industriesvifnich they
are located, including telecommunications, finarereergy,
water, and transportation, the list is not exhaestand there is
a chance that a wider range of industrial sectalise

covered by applying "Security Controls of Criticafdrmation
Infrastructure (draft for consultation)" and lawsda
regulations. In the "Guidelines for Data Cross-Bortimnsfer
Security Assessment (draft for consultation)”, sbhepe of
data falling under "“critical data" is broadly dedihto include
data in all 27 sectors, such as the electricigngportation,
and electrical and electronics industries.

2 shows the transactions subject to CFIUS’s review
prescribed by FIRRMA, which now specifies three new
categories: critical infrastructure, critical tectogy, and
sensitive personal data. As for critical infrasturet and
critical technology, they are assumed to cover personal
data, such as infrastructure facility layout data &ailure
data, as well as design and experimental data, dimgju
data on automated operation for critical technaegi

6 CFIUS: Committee on Foreign Investment in the United
States
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In strengthening data retention regulations, theS.U.
appears to have C_hlna in mind as a country againisth it Source: Compiled by Hitachi Research Institute lefenring to
should take security measures. The U.S. governmast | arious sources.

been dealing with data acquisition by Chinese carigsa Figure 3 Major policies and developments in Charad the U.S.
as a national security concern, with its disapprova policy toward China

Tencent's investment in German HERE Technologies

(digital mapping services) in 2016, and also AntaFicial's L. .
acquisition of U.S. MoneyGram (international remite 4. EU: Confining the Region’s Data

services) in January 2018. While both of the aboasges Location through both Distribution

were the government’s response in implementing the

regulation before FIRRMAS enactment, it shouldrimeed and Retention Rules

that, from a security perspective, FIRRMAS 4.1 The GDPR retakes data sovereignty from U.S.
implementation has disciplined the U.S. governmsent' companies and returns it to EU citizens

stance on strictly examining inward FDI involvingeth Under the GDPR implemented in May 2018, the EU
acquisition of data. regulates the distribution of data. In principlehet

It should also be noted that data retention regulatunder  regulation bans the transfer of personal data deitsie EU
FIRRMA constitute an important component of the while ensuring the free movement of such data. Sthee
comprehensive policy of the U.S. toward China. BmthS., content of the GDPR has already been explainedanym
there is a basic view that national security is gotged by  texts, this paper omits an explanation thereof. Hame
broad predominance over the economy, trade, teolggol under its basic principle of protecting the fundataé
and data, not just by military strength. Figureuthnenarizes  rights of individuals, it strictly defines clarifition of the
China's major policies and developments, and thendividual rights with respect to the use of datyg b
corresponding U.S. policy toward China. In receaarg, businesses, as well as setting high penalties ifdations
China has increasingly enhanced its internatiomatgnce by businesses.

through strengthening industrial policies such a@sn€  While the GDPR is primarily aimed at protecting the
Manufacturing 2025, and the Internet Plus andindividual rights, its implementation appears tdeimd to
Cybersecurity Law discussed in Chapter 2, as well asestrain GAFA, U.S. platform companies that have
external policies reflected in the One Belt, One Roadexpanded their services in the EU. On May 25, 20&&n
initiative. Further, it is clear that the U.S. regm such the GDPR went into effect, a French nonprofit privac
developments in China as a threat to its natioaalisty’. protection organization filed a suit against Googied
In trade, for example, while the U.S. imposed addiél  Facebook, accusing them of forcing individuals émsent
tariffs one after another in 2018 against the bemkaf its  to the use of their data. The French supervisothaaity
trade deficit of $375 billion with China, its motiv@n  for data protection launched an investigation irhis
behind these tariffs was not merely to rectify tradematter. Further, in January 2019, for the firstetigince the
imbalances but to ensure security by protecting itsregulation took effect, Google was fined 50 millienros
industrial base known as intellectual property, wggested  (approximately 6.2 billion yen) for violating the DPR.
by the fact that China's infringement of intelledtu This is a move to retake the EU’'s data sovereigmhjch
property rights was cited as the reason for thdf$affor ~ emphasizes that the data of EU citizens belondgsadEU,
data as well, concerning information leakage caumethe not to American companies.

use of Chinese telecommunications equipment amag U

government agencies, in addition to the regulations . . )
inward FDI under FIRRMA, the U.S. tightened the Defen  4-2 Draft framework for inward FDI screening with
Federal Acquisition Regulation Supplement and foidéd China in mind

government procurement of such equipment. As thd" the EU, the European Parliament is considering th
confrontation between the U.S., and China is expetie introduction of data retention regulations concegnboth

continue for a long time, the United States will ket ~ Personal and non-personal data. They are refeored the

strengthen its data retention regulations with @hin  Framework for Screening of Foreign Direct Investtsen

mind. into the European Union" and will have the same

regulatory details as FIRRMA in the U.S.

While the EU has been preventing company acquistinn

foreign companies via antitrust laws, the scope of

application of the laws had been limited to case®reh

; . . there was a risk of market monopoly. Under the Fraomkw
The U.S. government's assessment of the CybemseLaw 4. gcreening of Foreign Direct Investments intoe th

is discussed by Mr. Lundell and others in a papesented European Union, which is expected to be enacted legiwe
hereafter in this journal. '




the spring and summer of 2019, company acquisitians
the EU will be halted when the EU authorities judbatt
such FDI poses a threat to EU security, regardlésheo

risk of monopoly. Each EU member state had similar
but this framework allows the
states to shar

restrictions on FDI,
European Commission and member
information and make decisions. The current draftudes
in the transactions subject to screening,
acquisitions that involve the acquisition of datach as EU
citizens' personal information and critical infrasture
data. In the future, the transactions to be scikanay
include acquisitions of EU companies that own datech
as infrastructure operators, facility maintenancmpanies,
and sharing service companies (figure 4).

Before the enforcement of the proposed
framework
Regulatory
authority

Reviewable
transactions

After the enforcement of the proposed framework (from 2020)

European Commission
Directorate-General for
Competition

Regulatory ‘ |

European Commission
authority

Directorate-General for Trade
|
« Acquisitions related to critical infrastructure,

critical technologies, and data (critical
infrastructure and personal data)

« Mergers/acquisitions with
a potential risk of market
monopoly

Reviewable
transactions

Source: Compiled by Hitachi Research Institute bfenring to the
Framework for Screening of Foreign Direct Investtsemto the
European Union.
Figure 4 Transactions subject to screening presdrily the
Framework for Screening of Foreign Direct Investtsénto the
European Union

The EU's proposed framework targets Chinese compani

in particular. In recent years, there has beennareasing

number of cases where Chinese companies acquire E

companies, mainly in the high-tech field, with exdes
including the acquisition of robot manufacturer Kuk&
and semiconductor manufacturer Aixtron SE (botB0@6).

compan

5. Conclusion

While we looked at trends in cross-border data letgns

in this paper, a framework to facilitate cross-bordata

flows has started to be developed and international
iscussions to that end have begun recently. Famele,
PP11, which came into effect in December 2018,

incorporates rules on the liberalization of crossder data
lows. Additionally, Japan, the U.S., and the EU hhetd

discussions during the past year at the WTO, and in

January 2019, Japan called on 34 willing WTO member

countries and regions to draw up specific rules.oitj

statement has already been issued confirming tie@tion

to start formal negotiations at the WTO, and ieipected

that the rulemaking process will accelerate in thwire.

The rules under consideration by Japan, the Ur&l,the

EU would allow the transfer of both personal and

non-personal data between countries and regions where

data protection is adequate and the mechanismsllect

and use data are reliable, while strictly limitithg transfer

of data to countries with those that are inadequate

rules are thought to have an inherent objectivdetérring

China, which places data under state control, anfhdh

the EU has a policy intention to cooperate with th8. in

its relations with China, although it feels a thrpased by

U.S. companies. As the Japanese government reféhngsto

eframework as "Data Free Flow with Trust”, it is lesled

that the international frameworks and rules foritdig
fgchnology and data distribution in the future woidlcome
based not only on the text but also on mutual ttruo
this end, it is important to establish a systemsézure
"trust" among countries. Expectation is growing ftbe

As a result, the EU has come to recognize the need tgstablishment of a cross-border distribution irtfiacture,

strengthen EU-wide FDI regulations against Chinariter
to ensure defense, military, and economic secuaity, has
started working on the proposed framevfotk developing
this framework, the European Parliament reviseddifadt
proposed by the European Commission to include ohata
reviewable transactions, demonstrating the impaosdathe
EU places on data protection. The same appliesetcdbe
of China, with the proposed framework suggesting that
EU is taking account of investment by not only conipa
in high-tech sectors, such as robots, but alsoicerv
companies that handle end-user data, including BAT.

8European Parliament Report in May 2017 "Foreigedir
investment screening - A debate in light of ChinaHI
flows"

l.e., having an organization in place to prove the
authenticity of data to be distributed and deveigpia

framework for mutual recognition among countries to

secure the credibility of the organization.



